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Preface

My journey to writing a book that helps small businesses better select 
Software as a Service (SaaS) vendors has followed a winding path of serial 
entrepreneurship since I graduated from Moravian College in 1982.

Researching, reporting, writing, editing, publishing, creating, analyzing, 
managing, storing, securing ... in four decades in the private and public 
sectors, I have always worked with information in one form or another.

In Find Your Cloud 9's, I combine my background as owner of an IT 
business and the persistence I developed as a sports writer and weekly 
newspaper publisher. Those experiences culminated in the vendor risk 
assessment framework I detail in this book to help SMBs overcome their 
limited resources when evaluating critical partners such as SaaS providers. 

The concept crystallized in my mind while helping a small insurance 
agency choose a vertical application to replace its 30-year-old DOS pro-
gram. I realized then how much small organizations relied on SaaS vendors 
(aka SaaS provider, or SP, in this book) to operate their businesses.

I helped clients choose software many times before, but this time I recog-
nized a crucial point. With desktop software, you control it, your data and 
the network it resides on, BUT … when you place your data and network 
operations in a vendor’s Cloud, you lose that control and your business 
becomes vulnerable to any problems that provider has. 
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As my journey continued, I also realized this …

Conducting vendor risk assessments on SaaS vendors makes 
VRAs a strategic tool for unlocking business value and desired 
outcomes from the software. 

I do understand that the constraints SMBs face make it challenging to take 
on the kind of resource-intensive projects needed to properly compare SPs. 

Mindful of the Vnancial, time and knowledge limitations SMBs contend 
with, I designed the qRA modules in this book to save you time and 
money, Vnd the right provider, and enhance business performance.

Whether you have already invested in SaaS solutions or plan to, you know 
the advantages your business can gain from them. Therefore, I won’t tout 
the beneVts cited in SaaS marketing hype. Instead, I’ll address the uni<ue 
risks SaaS solutions pose to SMBs and the pitfalls of choosing such strategic 
partners without due diligence beyond features, pricing and ratings. 

I address the checklists and <uestionnaires that come with performing due 
diligence, but just as importantly, the business value of choosing the right 
SaaS vendor the first time through qRAs.



Chapter 1

Find Your Cloud 9s

Avoid   SS   aBuyers 'yRoery

Small businesses have noticed the benerts the cloud o.eAsj p mafoA gaAt 
o, theiA incAeasinM tech sgendinMB SwIs Tant the loTeA yY costsB ,asteA 
solution degloGmentB automatic ugMAadesB scalabilitGB and anGTheAe access 
the cloud gAomisesj 

'etB 2aAtneA0s 4“4’ studGB RSo,tTaAe IuGeAs” 6eMAetqB shoTed C“ geAcent 
o, SwIs AeMAetted a Aecent so,tTaAe guAchasej

Worse, the study revealed that 59 percent of SMBs with less 
than 250 employees said those software selections have nega-
tively impacted long-term business performancej 

Yhat”s seAious buGeA”s AemoAseB Tith seAious conseFuencesj

ps stated eaAlieAB the SaaS gAovideA contAols the gaAts o, GouA business Gou 
glace in its -loudj Yhat leaves GouA comganG vulneAable to its gAoblemsj 

koA a smooth SaaS selectionB one that matches GouA comgliance AeFuiAeP
ments and AisV toleAance Thile cAeatinM business value in a AeTaAdinM gaAtP
neAshigB Gou need to gut GouA contendinM S:s thAouMh the N6p gAocessj

kiAstB let”s derne a cougle o, teAms ,oA the guAgoses o, this booVD
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 Vendor Risk Assessment (VRA) PP Uue diliMence I kL6  Gou 
select a SaaS solution

 Third-Party Risk Management (TPRM) z Uue diliMence pkP
Y 6 the selection thAouMh AisV monitoAinM and mitiMation

Yhe N6p MatheAs actionable in,oAmation on gAosgective S:sj Yhe Y:6w 
monitoAs cuAAent vendoAsWto ensuAe theG meet GouA aMAeementsj 'ou can 
also monitoA otheA contendeAs Gou miMht need to sTitch toj

 ven i, Gou don0t ,all undeA the diAect fuAisdiction o, AeMulatoAs due to GouA 
si3e oA industAGB Gou miMht be indiAectlG a.ected bG ToAVinM Tith clients 
oA vendoAs Tho must meet MoveAnment AeMulations oA industAG standaAdsB 
such as SaaS vendoAsj 

SwIs can rnd such gAofects challenMinMj 'ou miMht not have the AesouAces 
to do itB but i, Gou don0tB Gou AisV a ,ailed imglementation and the gAosgect 
o, rndinM a neT vendoAj kindinM anotheA gAovideA becomes a biMMeA huAdle 
due to contAactual obliMations and data miMAation issuesj Hhile all o, that 
Moes onB geA,oAmance su.eAsj

koA those AeasonsB ,eatuAesB gAice and useA AevieTs can”t be the onlG conP
sideAationsj 'ou should also TeiMh the gAovideA”sD

 kinancialB ogeAational and cGbeAsecuAitG ,ootinM

 EeMal and Aegutational standinM

 thical and cultuAal values
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Note: You won’t likely 1nd a F00 percent perfect 1t, but how 
your vendor mitigates those risks must match your tolerance for 
those risksj 

kailuAe to account ,oA those AisVs can Aesult inD

 LnMoinM geA,oAmanceB comgliance and gAortabilitG hits

-GbeAsecuAitG and leMal issues

 xiMh emgloGee ,AustAation levels

 UamaMe to GouA bAand

 p neT seaAch ,oA a di.eAent SaaS vendoA

p gAogeAlG conducted N6p can avoid such Aamircationsj

Why the ?ocus on SaaS0

SaaS vendoAs shaAe similaAities Tith vendoAs in otheA industAiesj SwIs AelG 
on thiAdPgaAtG vendoAs ,oA gaAtsB suggliesB gAoductsB sales and seAvicesj y 
chose to ,ocus mG N6p sGstem on S:s becauseD

Bj y believe S:s Main moAe contAol oveA a business than otheA vendoAs 
due to theiA stoAaMeB gAocessinM and handlinM o, GouA dataj

4j wG aAea o, eCgeAtise has been develoged as oTneA o, a wanaMed yY 
SeAvices business helginM mG clients choose so,tTaAe since 4““1j

Uata ,uels SwIsj Hithout itB GouA sta. Tould conduct ogeAations and 
maVe decisions blindP,oldedj 'ou can gAotect it bG selectinM GouA SaaS 
vendoAs usinM N6psj



Chapter 3

What's Your Cloud 9?
How   Muc hUptim eomD soMY r  S BmmNd

Service Level Agreements, or SLAs, have long been based on the number 
of 9s of uptime a client needs to run a successful business.

From two 9s (99% uptime for a year) to qve 9s (99.999% uptime), you need 
to determine which level of 9s your business reMuires.

The “9s” compute as follows:

From the chart above, qve 9s would be reMuired for SBTs that provide 
mission critical services. ’hey canWt tolerate downtime without suHering 
serious conseMuences or qnancial losses. Small qnancial institutions or 
healthcare facilities come to mind.
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Small businesses used to be able to survive with three 9s, or 6 hours, 2N 
minutes of downtime in a year, or an average of about k minutes a day.

Iow, you need to consider upgrading your SLA to four 9s, or 99.99% 
uptime, to ta–e into account the increased reliance on the jnternet for SaaS 
solutions - not Kust your jnternet but the SaaS providerWs, as well.

Ues, costs escalate for each additional 9, but you must ensure you donWt 
short;change how much downtime you can tolerate for an asset as valuable 
as your data.

<eep in mind that downtime doesnWt occur uniformly, as in k minutes per 
day. jf you have calculated that one hour of downtime would materially 
harm your business, imagine that happening 2 or 6 times during the year 
on your end or your providerOs. 'hat would be the conseMuences of that 
number of outages to your business4

8etermining the uptime guarantee you need is the qrst decision for the 
SLA. 'eWll go more in;depth into SLAs later in the boo–. Finding your 
?loud 9 with a SaaS provider will reMuire many other steps along the way.



Chapter 5

Business Value of VRAs
Unlock   SS   aAA pBusniuu eSlBi

So, you want to perform vendor risk assessments to satisfy regulators con-
cerned about third party risk in supply chains? That’s certainly a valid 
reason. Here’s a better one …

You should incorporate VRAs on your critical SaaS vendors into 
your overall business strategy to enhance business value.

Done properly, VRAs conducted in the SaaS selection process bring great 
value to your business, most importantly this …

VRAs maximize the odds of choosing software that increases 
your performance and probtali…ity k whi…e minimizing the 
ris. of choosing software that reduces your performance and 
probtali…ityM

Suxce it to say that you can look beyond compliance and cybersecurity for 
opportunities in the VRA modules that will mazimiBe performance and 
proUtability in addition to minimiBing risk.
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3rom both sides of the /azimiBe qroUt 2 /inimiBe Risk e uation, VRAs 
can help establish a proUtable, long-term working relationship with the 
SaaS vendor. Fet’s look at how VRAs can do this …

XAIZXZNZGP EFROCRXAG/F T ERCOZBALZYZB:-

M. Letter decision ma.ingvin the vendor selection process

4. Zncreased eHcienciesvfrom5software that works your way rather
than you adapting to the software

P. EroductiSity gains from software that streamlines work6ows
versus work-arounds

7. Zncreased performancevthat 6ows to your bottom line

8. /ost saSingsvfrom choosing the best software to reduce work-
loads, subscription and ET costs

9. ReSenue gainsvfrom apps that streamline sales cycles

0. /ompatil…e corporate cu…turesvthat enhance employee morale
and the working relationship with vendors

Y. Letter co……alorationvwith Sqs most aligned5to5your mission, vi-
sion and goals

C. Kigher satisfaction across all stakeholders

Mj. Xore interest from5investors seeking well-run S/Is
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XZGZXZNZGP RZ’6’-

M. Reduced risk ofvluyer7s remorse

4. Reduced risk of5operationa… disruptionvdue tovsoftware bugs

P. Reduced risk of5operationa… disruption and reputationa…
harm5due to data breaches, negligence, regulatory violations, legal
issues or criminal behavior

7. Reduced5risk of5unexpected charges5from Sqs

8. Reduced5risk of5’hadow ZB from unapproved apps

9. Reduced risk ofvSendor …ag and poor support response

0. Reduced risk of5harm from comp…iance5issues5due to weaker or
stronger vendor compliance re uirements

Y. Reduced Risk of5c…ashing corporate cu…tures, lower morale,
reputational harm, and an awkward or even adversarial working
relationship with the vendor

C. Reduced Risk of mismatched expectations and diHcu…t im
p…ementations

Mj. Reduced risk of having to rep…acevthe ’aa’ Sendor

Any of those risks can create productivity- and proUt-eroding disruption 
in a small business. The SaaS VRA creates business value by not only 
identifying the risks that need mitigation but also the best software to help 
you increase business performance and achieve business obCectives.



Chapter 11

Software Features
Comparing   FaetrFu sFeBFFn wFnVoru

Here, the VRA looks at the compatibility of the solution's features and 
capabilities with your business. Obviously, if a vendor’s software doesn’t 
match your needs, you don’t need to consider it further.

Comparing features between SaaS vendors can quickly become an apples 
to oranges rabbit hole. The following sections of this chapter address how 
to create apples to apples comparisons from the myriad plans and features. 

First, let’s consider a couple of things as important as apples in comparing 
SaaS provider feature sets. 

The Roadmap

Ask for the SP's product roadmap or look for it on its website. The 
roadmap will show you if the SP's direction aligns with your company's 
direction. The SP's goals, tasks and timelines for future improvements will 
be key to your growth.

My lead gen app breaks down its roadmap to Under Consideration, 
Planned, In Progress and Launched. It lists an Email Deliverability Score 
as Under Consideration, AI Powered Email Writing as In Progress, and AI 
Generated Variants as Launched.
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Feature Requests

Feature requests can make the software and your business more e cient. 
Feature requests can also be frustrating as they all too often end up in a 
heap of neglected requests. If you identify feature requests during your 
trial, ask about them and track the SP’s responsiveness.

For critical SPs, make sure their direction matches yours and that they take 
your feature requests seriously. You don’t want to rely on integrations or 
other SaaS vendors to get where you want to go. 

Apples to Oranges to Apples to Apples

Making sense of those apples to oranges comparisons between competing 
vendors-has sent more clients my way than any other factor in the software 
selection process.

Until you conquer that bit of due diligence, you can't easily move forward 
toward a decision.

The following chart shows typical marketingxdriven plan names for SaaS 
solutions. You can assume higher prices mean more and better features, 
but that won't always be the case. You still have to review each plan to 
understand e4actly what you get at each level.
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Features and services get di:erent names from each vendor. In addition, 
what some vendors consider basic or standard features others push up to 
higher tiers. Conversely, what some vendors consider higher tier features, 
others include as basic features.

That makes converting those feature sets between vendors from apples 
to oranges into apples to apples trickier. Conveniently, most SaaS venx
dors provide a sidexbyxside comparison of their own feature sets on their 
websites. That helps with understanding the di:erences between a speci1c 
vendor’s plans.

It does not, however, get us to apples to apples between the 1nalists’ plans. 

To do that, chart the features and tiers for each 1nalist side by side. List the 
features with a description and the plans they’re available in. You could use 
a spreadsheet or similar tool for this. 

Now, on to the questionnaire for Software Features.
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QUESTIONNAIRE 2 

SOFTWARE FEATURES

Vendor NameB

Information and Data Points to Collect

FEATURES

z. Features Plan Name: List Plan names )Tier z, Tier 2, Tier 3,
—ron5e, Silver, Gold, etc.?.

2. Key FeaturesB List the features you want for the plans you want.

3. Add-OnsB List Addxons such as advanced features, security upx
grades, increased users, etc., for each plan.

(. Services: List Services A backups, data storage, tech support, etc. 
A not covered by the core plan. 

B. Other Features: Other features that would be helpful.

OTHER QUESTIONS

z. Users: Who will use the softwareC

2. Software RoadmapB List the SP's upcoming features.

3. Features Request ResponsivenessB Enter the SP's average rex
sponse time to new features requests.

(. Documents: Collect documentation for each plan. 



Chapter 22

Financial Risk
Assessing   SS   aenVdo rinSnFiSc lisRk ,Een 
dv fnUiccing   ws

I rste scognizdch emc zpagsefioc gl rifiozfb tefyzbzeS zi fttcttzin vffv 
asgwzhcst umzbc mcbazin fi zitLsfioc fncioS omggtc f icu Bzic gl -Ltz(
ictt OB)-. faabzofezgiT 1mc tef8 ifssguch hgui f bzte gl wcihgst eg 
fi kW(pgiem(gbh vffv asgwzhcs emfe emcS scfbbS bz’ch fih eug ctefybztmch 
asgwzhcst emfe emcS bz’ch yLe ige ft pLomT 

'c hcozhch emc kW(pgiem(gbh tefseLajt tgleufsc ycte re emc fncioSHt gy(
,coezwctT $gucwcsq uc mfh eg ogitzhcs emc szt’ gl nzwzin fbpgte emc ciezsc 
yLtzictt eg tLom f SgLin ogpafiST Ii emc fytcioc gl aLybzo rifiozfb 
scagset lgs emc ega ogiecihcsq pS sctcfsom lgLih emfe ze scoczwch PW pzbbzgi 
zi lLihzin lsgp lgLs wcieLsc ofazefb rspt tcwcsfb pgiemt cfsbzcsT Ie fbtg 
foFLzsch figemcs ogpafiST 1mfe ogplgsech pS obzcie fih ze tznich uzem 
emc tefseLaT

-cofLtc vNt mfwc SgLs hfef gi iceugs’ zilsftesLoeLsc emcS ogiesgbq SgL
pLte ogitzhcs rifiozfb szt’T Il SgLs vN pzttct afSpciet eg f lgLsem(afseS
wcihgsq emgtc tcswzoct ogLbh yc f8coechT Il emc vN rbct lgs yfi’sLaeoSq SgLs
hfef ogLbh yc mcbh fe fspjt bcinem umzbc emc yfi’sLaeoS esLtecc ugs’t
emsgLnm emc oftcT
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Ii mfsh tmLehguitq umcsc emc vffv wcihgs obgtct fysLaebS fih asgwzhct 
teszoe hcfhbzict lgs sceszcwzin hfef gs bgtzin zeq emc eSazofb ezpc lgs sceszcwfb 
sfinct lsgp 52(07 hfStT 1mfe pfS tgLih bz’c abcieS gl ezpcq yLe SgLjbb 
mfwc eg azo’ f icu wcihgsq ng emsgLnm giygfshzin fih esfzizinq fih pz(
nsfec SgLs hfefT Il SgL mfwc ecsfySect gl hfefq emc hguibgfh fih pznsfezgi 
ogLbh ef’c hfStT 'mzbc emgtc umccbt eLsiq SgL pfS gs pfS ige mfwc fooctt 
eg SgLs tgleufsc gs hfefT

CASE IN POINT: BANKRUPTCY OF BENCH

-ciomq f tpfbb yLtzictt foogLiezin wcihgs zi 4fifhfq tmLe hgui fysLaebS
gi UcoT MAq M2M0q flecs kM Scfst zi yLtzicttT -ciom igezrch oLtegpcst
uzem f igezoc gi zet ucytzecT 1mfe bcle pgsc emfi kkq222 vE-t uzemgLe
fooctt eg emczs hfefT 4Ltegpcst ybfpch tLy(afs tcswzoc flecs f og(lgLihcsjt
rszin emscc Scfst cfsbzcs OumS acstgiicb omfinct pfeecs.T :oFLzsch yS
&pabgScsTogp gi UcoT 52q M2M0q -ciom sclcssch obzciet eg &pabgScsTogp
eg sceszcwc emczs hfefT

ASSESSING FINANCIAL RISK

&wfbLfezin f vffv wcihgsjt rifiozfb szt’ ofi yc f aLddbcT 'cHwc ctefybztmch 
emfe SgL uzbb asgyfybS hcfb uzem aszwfecbS mcbh wcihgst fe ezpctT :t igechq 
fttcttzin f aszwfec vNjt rifiozfb tefyzbzeS ofi yc hzKoLbe Libctt ze uzbbzinbS 
asgwzhct rifiozfb hfefT 9cFLcte emc lgbbguzin eg tefseQ

 Nsgre + Bgtt tefecpcie

 Iiogpc tefecpcie

-fbfioc tmcce

 4ftm Dbgu tefecpcie
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FINANCIAL RATIOS

Dzifiozfb 9fezgt fbtg g8cs zitznmet zieg emc vNjt rifiozfb tefihzinT Bgg’ 
afsezoLbfsbS fe vffv –Lzo’ 9fezg fih emc 9Lbc gl 02T -gem sfezgt pcftLsc 
f vffv wcihgsHt nsguem fih asgrefyzbzeS yLe hg tg hz8csciebST

vffv –Lzo’ 9fezg cFLfbt Ycu E99 G &%afitzgi E99 hzwzhch yS 
4mLsich E99 G 4giesfoezgi E99T Ycu E99 ogpct lsgp icu oLt(
egpcst fih &%afitzgi E99 lsgp c%ztezin oLtegpcst emfeq tfSq Lansfhc 
gs fhh eg emczs abfitT 4mLsich E99 ogpct lsgp oLtegpcs ofiocbbfezgit 
umzbc 4giesfoezgi E99 sctLbet lsgp c%ztezin oLtegpcst hguinsfhzin 
emczs abfitq ceoT 1mc sfezg tmgLbh yc 0T2 gs mznmcsT Bgucs togsct zihzofec 
zttLct uzem omLsi fih oLtegpcs foFLztzezgiT

1mc 9Lbc gl 02 asgwzhct f nbzpatc fe eug ’cS pceszot emfe hgije fbufSt 
fbzni lgs vffv ogpafizct > =sguem fih NsgrefyzbzeST 1mc 9Lbc gl 02 
lgspLbf ngct bz’c emztQ

9cwciLc =sguem 9fec O;. G &-I1U: Efsnzi O;. 6/ 02;

: 9Lbc gl 02 sfezg gl 02 acsocie gs pgsc pcfit emc vffv wcihgs zt ygem 
cKozcie fih tofbfybcT -cbgu 02 acsocie zihzofect tLtefzifyzbzeS zttLctT

CHURN RATES

:t’ lgs emc vffv asgwzhcsjt fiiLfb omLsi sfectT : 7 acsocie gs bctt fiiLfb 
omLsi sfec ugLbh yc mcfbemS yLe ze ofi wfsS lsgp k eg k7 acsocie hcacihzin 
gi emc fnc gl emc vffv wcihgs fih emc tzdct gl zet oLtegpcst O&iecsasztc 
oLtegpcst oscfec bgucs omLsiJ vE- oLtegpcst oscfec mznmcs omLsi.T Bgg’ 
lgs omLsi sfect ycbgu 7 acsocie lgs ctefybztmch vNt fih k2 acsocie lgs 
SgLincs vNtT
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ALTERNATE SOURCES

RgL ofi nbcfi mziet gl f wcihgsjt rifiozfb tefihzin emsgLnm fbecsifec 
tgLsoctq ft uzem emc zitLsfioc fncioS I mcbachT vefse uzem pchzf scagsetq 
zihLtesS icut fih asctt scbcftctq ziobLhzin tegszct gi mzszin zioscftct fih 
c%afitzgitq fih rifiozfb hfefyftctT xcca zi pzihq emgLnmq rifiozfb hfef(
yftct gleci yftc scwciLc rnLsct gi tpfbb wcihgst lsgp zihLtesS fwcsfnct 
sfemcs emfi foeLfb iLpycstT Dgs tpfbb vNtq hgije ef’c fnnscnfech rifiozfb 
rnLsct fe lfoc wfbLcT

CASE IN POINT: DATA BROKERS

Ufef ysg’cst g8cs fooLsfec hfef gi aLybzobS mcbh ogpafizctq yLe ige tg 
pLom gi vE-tT Rcfst fngq I igezoch hfef ysg’cst sgLezicbS bztech emc usgin 
cpabgScc ogLieq scwciLc rnLsctq fih cwci guicstmza lgs pS vE- obzcietT 
Ii M2M7q I lgLih U+- bztech emc guics gl pS I1 yLtzicttq Dbc%I1comtq ft 
f ugpfi I mfh icwcs cpabgSchq hgic ugs’ lgsq ygLnme fiSemzin lsgpq gs 
cwci pce zi pgsc emfi eug hcofhct zi yLtzicttT 'c mfh dcsg ogiicoezgiT 
Uctazec emfeq ze egg’ tgpc ogiwziozin eg nce U+- eg r% emc cssgsT vgq ecte 
emc hfef ysg’csHt vE- fooLsfoS gi SgLs hfef fih SgLs obzcietj hfef yclgsc 
yLSzinT 1mfe ziobLhct Bzi’chIi vfbct Yfwznfegs zilgT

MORE SOURCES

:becsifec tgLsoct pznme asgwzhc cigLnm zilgspfezgi eg oscfec f rifiozfb 
azoeLsc gl SgLs vffv rifbztetT 1mctc tgLsoct ofi ziobLhc f bzte gl emc wci(
hgsjt ega obzcietT 1fb’ eg emcp fygLe emczs c%acszcioct ft emcS pznme mfwc 
mfh emc zi?Lcioc eg gyefzi rifiozfbt lsgp emc vNT 1mgLnm YU:t pznme 
ascwcie emcp lsgp tmfszinq emcS ofi g8cs fi gazizgi gi emc wcihgsHt 
ncicsfb wzfyzbzeST 'zem fbb emfe zi pzihq bcejt bgg’ fe rifiozfb szt’Ht ageciezfb 
zpafoe gi SgLs yLtzicttq fih emc FLctezgiifzscT
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QUICK GLANCE – FINANCIAL RISK

FINANCIAL RISKS AT SaaS VENDOR

  Nsgwzhcs oftm ?gu zttLct

  IitLKozcie P hztogieziLch ziwctegs lLihzin

  $znm oLtegpcs omLsi sfect

  Bfec gs pzttch afSpciet yS vffv wcihgs

  1f% zttLct P -fi’sLaeoS P 4bgtzin

IMPACT ON YOUR ORGANIZATION

  Bgte scwciLc

  Bgte fooctt eg hfef

  )acsfezgifb hztsLaezgi 

  Ezttch hcfhbzictq zifyzbzeS eg pcce SgLs ogiesfoeLfb gybznfezgit

  Dzihzin f icu vffv asgwzhcs 

BUSINESS VALUE FROM MITIGATING RISKS

  4gpacezezwc fhwfiefncq ogieziLgLt tgleufsc ziigwfezgi

  &imfioch oSycstcoLszeS

  -ceecs tLaagseq oLtegpcs tcswzoc

  9chLoch tgleufsc nbzeomctq gacsfezgifb hztsLaezgit
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ASSESSING VENDOR RISK

  Dzifiozfb tefecpciet P 1f% sceLsit

  Dzifiozfb sfezgt O9Lbc gl 02q vffv –Lzo’ 9fezgq ceoT.

  4mLsi sfec

  EgiembS P :iiLfb scoLsszin 9cwciLc OE99q :99.

  4schze scagset

  -fi’sLaeozct P QLhnpciet P 9cgsnfizdfezgit P Bzcit

  :iiLfb scagset P Echzf scagset 

  'cytzec P vgozfb Echzf agtet P Qgy tzect
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QUESTIONNAIRE 12 

FINANCIAL RISK

Rcihgs YfpcQ

Information and Data Points to Collect

Choose questions based on their relevance, your risk tolerance and the SP's 
criticality. Start with the Essential questions. Use the Optional questions if 
necessary to create a financial risk profile of the SaaS vendor.

FINANCIAL STATEMENTS

Essential:

kT Pro&t h Loss: N+B tefecpciet lgs Nfte 5 Rcfst

MT Balance Sweet: 4Lsscie yfbfioc tmcce 

5T Income: 4Lsscie ziogpc tefecpcie

0T Casw Flog: 4Lsscie oftm ?gu tefecpcie

7T SEC EDGAR Filinvs: Dgs aLybzobS esfhch vffv wcihgst

Optional:

kT Reuenbe Grogtw: vcc’ lsgp vN Ogibzic zl aLybzo.

MT Pro&tayilit- Grogtw: vcc’ lsgp vN Ogibzic zl aLybzo.

5T Deyt Leuel: vcc’ lsgp vN Ogibzic zl aLybzo.

0T OnWTime Pa-ments: vcc’ lsgp vN Ogibzic zl aLybzo.
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FINANCIAL STATEMENT REVIEpS

Essential:

kT Abdits: 'csc tefecpciet fLhzech zihcacihciebSS O-cte.

MT Reuiegs: 'csc tefecpciet scwzcuch zihcacihciebSS

5T Com4iled internall-: 'csc tefecpciet oscfech yS emc vNS

0T Declined: Uzh vN hcobzic eg asgwzhc tefecpcietS

Optional:

kT Statement 4re4arers: 'mg ascafsch emc tefecpcietS

MT Financial statement dates: 'mci ucsc emcS ascafschS

FINANCIAL RATIOS

Essential:

kT Rble of 0k: 9cwciLc =sguem O;. G &-I1U: Efsnzi O;. 6/ 02;

MT SaaS Qbicq Ratio: Ycu E99 G &%afitzgi E99 hzwzhch yS 
4mLsich E99 G 4giesfoezgi E99 OtmgLbh yc 0T2 gs pgsc.

5T Gross Pro&t Marvin: vmgLbh yc zi emc A2; ( A7; sfinc lgs vNt

0T O4eratinv Pro&t Marvin: M2;(52; ngghq ycte fe 57;G

7T Net Pro&t Marvin: (02; eg GM2; hcacihzin gi vNHt pfeLszeS
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Optional (Financial Ratios — cont.):

kT Net Reuenbe Retention: 9cwciLc nsguem c%ztezin oLtegpcst  
OtmgLbh yc pgsc emfi kk2 ;.

MT Cwbrn Rate: EfeLsc vNt tmgLbh yc 7; gs bcttJ icu vNt La eg k7;

5T Retbrn on Assets: :t’ lgs emc vffv wcihgsjt 9ceLsi gi :ttcet 
O9:). sfezgT

0T Retbrn on EJbit-: :t’ lgs emc vffv wcihgsjt 9ceLsi gi &FLzeS 
sfezg O9)&.q

7T CAC Pa-yacq Period: 4:4 pcftLsct mgu bgin ze ef’ct eg fo(
FLzsc f icu oLtegpcsT Bctt emfi kM pgiemt wzcuch ft tesginT

FISCAL CONTROLS

Internal controls for compliance, fraud prevention and accurate reporting

kT Fiscal controls: 'mfe ogiesgbt hgct vN Ltc eg citLsc fooLsfec 
scagset O:4v V2Vq =::Nq ID9v.S

MT Banq reconciliations: Ugct vffv wcihgs ogitzteciebS scogiozbc 
tefecpcietS

5T Financial re4orts: 'mfe scagset hgct vffv wcihgs asghLocS

0T Data 4rotection: 'mfe ogiesgbt hgct emc vN Ltc eg asgecoe SgLs 
fih SgLs obzcietH rifiozfb zilgspfezgi OED:q EU9q I1U9q rsc(
ufbbtq fiez(wzsLtq fiez(tafpq tcoLszeS fufscicttq sgbc(yftch foocttq 
bcfte aszwzbcncq ciosSaezgiq ceoT.S
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RED FLAG INDICATORS

Sources that can indicate red flags to SaaS vendor’s financial health

Essential:

kT Credit Ratinv: 4mco’ oLsscie oschze sfezinT

MT Banqrb4tcies: Bgg’ lgs oLsscie gs afte yfi’sLaeozct rbch yS 
vffv Nsgwzhcs gs asziozafbtT

5T zbdvments: Bgg’ lgs oLsscie gs afte ,Lhnpciet fnfzite vffv 
Nsgwzhcs gs asziozafbtT

0T Reorvanixations: Bgg’ lgs scgsnfizdfezgit fih emczs zpafoe gi 
emc vNHt acslgspfiocT

7T Ta< liens uendor: Bgg’ lgs ef% bzcit fnfzite vNT

VT Ta< liens 4rinci4als: Bgg’ lgs ef% bzcit fnfzite vNjt asziozafbtT

Optional:

kT Ta< liens 4ersonal: Bgg’ lgs ef% bzcit rbch fnfzite asziozafbt 
acstgifbbST

MT Ta< installment 4lans: Bgg’ lgs ef% zitefbbpcie abfit lgs vN gs 
asziozafbtT

5T Ta< 4ast dbe yalances: Bgg’ lgs afte hLc ef% yfbfioct lgs vN gs 
asziozafbtT
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ADDITIONAL SOURCES

Additional resources that could help create picture of SP's financial health

kT Montwl- Recbrrinv Reuenbe: 4Lsscie E99 gs afte Scfsjt 
E99 yS pgiem Oogiicoech eg ziogpc tefecpcie.

MT Annbal Recbrrinv Reuenbe: 4Lsscie :99 gs afte 5 Scfst 
:99 yS Scfs Oogiicoech eg ziogpc tefecpcie.

5T Hirinv 4atterns: YLpycs gl foezwc $cba 'fiech fht Opznme 
zihzofec nsguem gs mznm eLsigwcs.

0T O=ce e<4ansion: 'cytzecq tgozfb pchzfq icut pchzf zilg gi 
c%afitzgiq mzszinq gs gemcs nsguem zihzofegst

7T To4 clients: 1ga 7 obzciet emfe ogLbh zihzofec ogirhcioc zi wci(
hgsHt rifiozfb mcfbem

VT Financial datayases: 9cocie zilgspfezgi fygLe vffv wcihgs zi 
rifiozfb hfefyftct

AT Primar- researcw: vN rifiozfb hgoLpciefezgi








